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Agenda

1. High Risks

2. 4 Layers of Security

○ The Culture

○ Home Network

○ Devices

○ Applications

3. Next steps

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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What are the risks?

1. Cyberbullying

2. Inappropriate content

3. Sex Trafficking

4. Sexting and Sextortion
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Cyberbullying:

Examples:

● Comments, text messages, or threatening emails designed to make the person feel scared, 

embarrassed, or ashamed of themselves.

● Using group chats as a way to gang up on one person

● Making derogatory comments about a person based on their demographics

● Posting mean or untrue things on social media sites, to hurt them publicly

● Taking nude or otherwise degrading photos of a person without their consent

● Sharing or posting nude pictures to embarrass the person

● Sharing personal information about a person on a public website 

Stats: 

● 25% of children between 13-15 have been cyberbullied

● Those who are subject to online bullying are twice as likely to self-harm or attempt suicide
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Inappropriate Content:

Games: 

• Violent video games are the most popular games among both boys 

and girls

• 90% of parents do not check video game ratings

• 89% of parents do not limit the time teens spend playing video games

• Only 1% of parents refuse to buy games because of mature ratings

Media:

• 42.1% of kids (>10) admit they have seen online porn. 1 in 16 have 

been exposed to hardcore pornography.

• Young people spend 40 hours a week or more using media for 

entertainment
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Sex Trafficking:
• The fastest growing criminal industry is the buying and selling of people. The average age is 15 

years old for females, with 1 in 6 being under the age of 12. It is believed to be younger for 

males. 

• In Bend: January thru March 2018, the number of advertisements targeting kids for sex 

trafficking: 5,000

• In Bend: 200 minors sold for commercial sex each year

• 150,000 new escort ads are posted online in the US every single day.

• 62% of victims represented in a 2021 federally prosecuted sex trafficking case were recruited on 

the internet. 

• Of federally prosecuted cases since 2019 the following platforms were used to recruit victims: 

○ Facebook 41%

○ Snapchat 17%

○ Instagram 15%

○ Meetme 4%

○ Craigslist 3%

○ Seeking Arrangements 2%

○ Whats App 2%
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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4 Layers of security

1. Family rules and culture

2. Network

3. Device

4. Application
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Creating the Culture:

1. Talk early and often.  

2. Don’t hide/ignore hot topics.

3. Create an open, honest environment

4. Discuss the 4 layers of security

5. Learn together

6. Role playing
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Document the rules

1. Screen Time and Visibility (closed doors)

2. Create password guidelines

3. Set time limits

4. Parents are friends on Social Networks

5. Don’t share location information

6. Don’t create usernames that will identify location or 

personal information

7. Never share user accounts/profiles

8. Don’t talk about problems at home online with friends

9. Share incidents with parents



Cyber Safety – Protecting Your Children Online

13

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Recognize the Indicators

1. A sudden lack of trust where there once was trust. 

2. Sudden change in behavior or appearance 

3. Alienating friends and family

4. Dropping out of sports, clubs or other activities

5. Sudden secretive behavior about their whereabouts, new 

friends or online activity

6. Mention of older boyfriend or girlfriends or new older 

friends

7. Unexplained gifts – cash, jewelry, clothes, electronics

8. Appears withdrawn, distressed or angry 

9. Uncharacteristic drop in grades and/or school attendance

10.Using sexualized language that you did not teach them
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How to Respond

1. LISTEN! Give support

2. Accept what your child is telling you

3. Show concern

4. Don’t speak negatively about the abusive person only their behavior

5. Avoid Ultimatums 

6. Be prepared, know what resources you have at your disposal

7. Decide on the next steps together. Involve your child in the 

conversation, this helps them still feel in control of their life on some 

level. 
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Break for Q&A

Next up: Tools 
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer

Company Pricing iOS/ Android Number of Devices Screen Time Limits Location Tracking

Qustodio 

Best Overall

$96.95/year (multiple 

plan options)
Both

1-15 (depending on the 

plan)
Yes Yes

Google Family Link 

Best Budget
Free Both Unlimited Yes Yes

Bark 

Best for Older Kids

$14/mo. (multiple 

plan options)
Both Unlimited Yes Yes

Canopy 

Best for Younger Kids

$9.99/mo. (multiple 

plan options)
Both

3-10 (depending on the 

plan)
Yes Yes

NetNanny 

Best for Real-Time Monitoring

$54.99/year (multiple 

plan options)
Both

1-20 (depending on the 

plan)
Yes Yes

FamilyTime 

Best for Time Monitoring

$69/year (multiple 

plan options)
Both

1-5 (depending on the 

plan)
Yes Yes

Circle

Most Comprehensive
$129/year Both Unlimited Yes No

Life360

Location services only
Free for 2 day data Both Unlimited No Yes

https://qustodio.sjv.io/c/2104074/1373236/8259?subid1=4779963&subid2=naee259f2e8374796b8f9c8d1daa39ec115
https://families.google.com/familylink/
https://saferonline.us/?a=21&c=419&s1=&s2=4779963
https://canopy.us/
https://www.netnanny.com/
https://familytime.io/
https://meetcircle.com/
https://www.life360.com/
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Networking: How it works at home

Protecting the network vs protecting the devices

Internet

Router
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer

OpenDNS
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Devices
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iOS 

Family Sharing

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Amazon Tablets

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Games

1. Fortnite

2. MineCraft

3. Roblox

4. Rec Room

5. Among Us
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Media:

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix - History

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer



Cyber Safety – Protecting Your Children Online

35

Chrome Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Chrome
Shifting Your Cloud Strategy 

Presented by Ryan Comingdeer
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Next Steps:

1) Review/explore training materials and tools

2) Create your culture, discuss with your kids and document your rules together

3) Setup CommonSenseMedia Profiles

4) Identify your budget ($200/year or free?)

5) Setup Parental Controls for home network – Circle or Qustodio

6) Lockdown devices – IOS Family, Android Third Party, Amazon Freetime

7) Setup profile and customize settings parental settings for:
1) Game Apps

2) Social Networking Apps

3) Browsers

4) Media Apps
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Questions?
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Reach out: Ryan@Comingdeer.com 

References:

• https://www.comingdeer.com/parenting-in-a-digital-world/

• https://www.missingkids.org/netsmartz 

• https://www.missingkids.org/education/kidsmartz 

• https://www.behindtheirscreens.com/ 

• https://www.amazon.com/Parenting-Digital-World-Step-Step/dp/B08ZW6KPRH/

• https://www.amazon.com/Parenting-Tech-World-handbook-raising/dp/0578733153/

• http://www.safesurfingkids.com/lesson_plans_grades_3_12.htm

• https://love146.org/action/online-safety/internet-safety-guide/

• https://www.pcmag.com/article2/0,2817,2346997,00.asp 

• https://www.teensafe.com/ 

• https://internetsafety101.org/parentsguidetosocialmedia 

• https://sharedhope.org/2013/08/5-scary-statistics-about-children-on-the-internet/ 

• http://www.teenviolencestatistics.com/content/teen-violence-and-video-games.html 

• http://www.pewinternet.org/2018/05/31/teens-social-media-technology-2018/ 
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Thank You
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