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Parenting in a Digital World

Agenda

1. 4 Layers of Security

2. Discussing the rules for digital engagement
3. Reference Tools

4. Securing Networks

5. Securing Devices

6. Securing Applications
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4 Layers of security

Family rules and Culture
Network Q )

Device
Application
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Parenting in a Digital World

Starting the discussion:

1. Talk early and often.

2. Don't hide/ignore hot topics.
. Create an open, honest environment
Discuss the 4 layers of security
Learn together
Role playing
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Parenting in a Digital World

Document the rules
1. Screen Visibility (closed doors)
Create password guidelines
Set time limits
Parents are friends on Social Networks
Don't share location information N7

Don’t create usernames that will identify location or
personal information

Never share user accounts/profiles

8. Don't talk about problems at home online with
friends

9. Share incidents with parents
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C @ https://www.commonsensemedia.org

. Slack E LiquidPlanner Personal
For Parents For Educators For Advocates
<\// common sense media' What are you looking for?

Movies & TV Shows Books Apps & Games Advice for Parents Latino Research
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Real-World Reasons Parents Should Care About Kids
and Online Privacy

January 28 is Data Privacy Day. Things you or your kid posts online can affect their future,
safety, and reputation. Here are eight reasons to care.
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. New . .
0 For Your Family Login | Signmeup

Q Donate

About Us

How old is your kid?

© 8 ®

Personalize Common Sense
for your family.

Get started

You'll have a chance to add more
kids later.

Follow us
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Networking: How it works at home

Router

Protecting the network vs protecting the devices



The Best Parental Control Software for 2021

Our Picks

Editors'Rating

Free Version

Device Limits

Per-User Settings

Web Filtering

Screen Time
Management

Geofencing

Social Network
Monitoring

Remote
Manaaement

() Qustodio

Qustodio

SEEIT

$39.95 -20% off with
code QUST20NEW
at Qustodio

EDITORS' CHOICE

00000 40
Editor Review

v

5/10/15

lkaspersky

Kaspersky Safe Kids

SEEIT

$14.99
at Kaspersky

0000 40
Editor Review

None

4

NortonLifelock

Norton Family
Premier

CHECK PRICE

00000 40
Editor Review

None
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>

Circle Home Plus Clean Router

SEEIT
SEEIT
$129.00

at Amazon at Amazon
0000035 0000035
Editor Review Editor Review
None None
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Parenting in a Digital World

OpenDNs dashboard

View Stats for: | Personal Networks v

Total Requests Recent Activity (all your networks, last day)
O pe n D N S Total Unique Domains 10k
Unique IPs
Domains
Blocked Domains
Request Types 7.5k
This is your Dashboard 2
Every element on this page is g 5k
designed to give you a quick §
snapshot look into your DNS.
Dive deeper for customizable
charts, tables and raw data. 2.5k
Ok
N & N ® S §®
N Q Q% NG N ’LQ
Unique Domains Unique IPs
1,000 2
%]
=
§ 500 é 1 @-2-2-6-2-00-0-0-3-0-0-0-8-0-3-0-0-0-3-0-2-8-0
o
(=]
0 0
© O & A N
& N & & NG
Request Types Domains
Type Requests Domain Requests
A 34099 *.amazonaws.com 11475
SOA 9 outlook.office365.com 3377
NS 6 *.akamaiedge.net 2721
SRV 199 mail.yahoo.com 1418
AAAA 29013 eat-efz.ms-acdc.office.com 1124
PTR 4 *.cloudfront.net 1093
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Devices
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Parenting in a Digital World

Bend La Pine devices

App store is disabled and they provide SelfService §

Have safari access, but monitored and blocked
enforced at school and at home over vpn.

- 3rd - 8th grade iOS content filtering is also turned
on for dynamic blocking of content

- Enforce SafeSearch on browsers and restricted
content on YouTube

- No time limits
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i0S
5:17 PM Sat Jan 26 =4 13%0 )

Fa mily Sharing < Apple ID Family Sharing
Settings

FAMILY MEMBERS

Ryan Comingdeer (Me)

Organizer
Ryan Comingdeer
y j ; 9 Tara Comingdeer
Apple ID, iCloud, iTunes & App Store Parent/Guardian

Home Comingdeer
Adult

[-~ Airplane Mode

Alexa Comingdeer

R . Age 13
Wi-Fi Comingdeer
Morgan Comingdeer

Bluetooth On Age 11

Add Family Member...

Notifications Up to six people from your household can be in a family. Only the organizer can add
family members.
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i0S
Restrictions

Settings

Alexa Comingdeer

Apple ID, iCloud, iTunes & App St

Airplane Mode

Wi-Fi
Bluetooth On

Comingdeer

Notifications

8 Control Center

Do Not Disturb

Display & Brightness
Wallpaper

Sounds

Touch ID & Passcode
Battery

Privacy

iTunes & App Store

[ == [ VYIRTIIP S SRR

4:56 PM % 83% mm)

{ General Restrictions

Disable Restrictions

ALLOW:

@ Safari

81 Camera D
Siri & Dictation

e FaceTime D
(@) AirDrop

iTunes Store

Music Profiles & Posts
iBooks Store
Podcasts

News

Installing Apps
Deleting Apps

In-App Purchases

oooO0eB-8

COC

ALLOWED CONTENT:

Ratings For United States
Music, Podcasts & News Clean
Movies PG

4:56 PM

{ General Restrictions

ALLOWED CONTENT:

Ratings For

Music, Podcasts & News
Movies

TV Shows

Books

Apps

Siri

Websites

PRIVACY:

Location Services
Contacts

Calendars
Reminders

Photos

Share My Location
Bluetooth Sharing
Microphone
Speech Recognition
Advertising

Media & Apple Music

3 83% )

United States

Clean

PG

TV-G

Restricted

12+

Restricted

Restricted

{ General

Parenting in a Digital World

4:56 PM % 83% )

Restrictions
Location Services
Contacts

Calendars
Reminders

Photos

Share My Location
Bluetooth Sharing
Microphone
Speech Recognition
Advertising

Media & Apple Music

ALLOW CHANGES:

Accounts
Background App Refresh
Volume Limit

TV Provider

GAME CENTER:

Multiplayer Games
Adding Friends

Screen Recording



Screen Time

On your iPhone, iPad, or iPod touch, go to Settings > Screen Time.
Tap Turn On Screen Time.

Tap Continue.

Select This is My [device] or This is My Child's [device].

You can now get a report about how you use your device, apps, and
websites, any time you want.

If it's your child's device, you can set up Screen Time and create settings
right on their device or you can use Family Sharing to configure your child’s
device from your own device. After you set up your child’s device, you can
also use Family Sharing to view reports and adjust settings any time, right
from your own device.

With Screen Time you can also create a dedicated passcode to secure
settings, so only you can extend time or make changes.

Parenting in a Digital World

{ Screen Time

Today Last 7 Days

Emily’s iPhone

SCREEN TIME Today at 9:41 PM

2h 45m

|
ull [ F
] lI-IlI-l- Il LY
Social Networking ~ Entertainment Productivity
1h13m 50m 18m

LIMITS

Social Networking 2 hr

MOST USED SHOW CATEGORIES

n Facebook

53] YouTube

@ Instagram

Messages
\J
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Parenting in a Digital World

AT&T 3@ =il 27% @ 7:40 PM

Android Devices € porentalconrols
1. Minimal software by Android =~ ™" @
« Net Nanny e oo ot coner
FamilyTime x  Abps & games

Everyone 10+

* Norton Family

= Movies
* Circle by Disney .
(]
¥ Books

Restrictions on

> Google play O eineon

L
Cl
P

15



Parenting in a Digital World

Amazon Tablets

Unlimited access to thousands of kid-
friendly books, movies, TV shows,

amazon educational apps, and games.

Starting at just $2.99 per month.

TIGGIHIIGUHILE N NLCy

N

\ Start your 1-month free trial l

A world of possibilities
for klds to d|Scove|’ Purchase 1-year pre-paid plan

PR ar S O v S

By clicking "Start your 1-month free trial," you agree to Amazon’s Conditions of Use and the FreeTime Unlimited Terms and Conditions. At the end
of any applicable free trial period, you authorize us to charge your 1-Click credit card or another available payment method on file a monthly
fee (see pricing details below) plus applicable tax until you cancel. You may cancel your subscription at any time by contacting Customer
Service.

Endless Fun for Kids.
Peace of Mind for Parents.

FreeTime Unlimited is an all-in-one subscription that gives kids access to thousands of kid-
friendly books, movies, TV shows, educational apps, Audible books, and games on
compatible Fire, Android, iOS and Kindle devices. Plus, kids can enjoy hundreds of hours of
fun with ad-free radio stations and playlists, Audible books, and a growing list of premium
kid's skills available on compatible Echo devices.

Parents also receive access to easy-to-use parental controls that allow them to find the
right balance between education and entertainment. Parents can personalize screen time
limits, set educational goals, filter age-appropriate content, and also manage web browsing
and content usage based on their preferences.
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Q 3 =..il 47% & 8:00 PM
Q % 2.l 48% @ 7:56 PM ‘

SETTINGS

& EXPLICIT FILTER

Alexa D eVi Ces When Explicit Filter is enabled, music FreeTime Settings

services that can filter will block explicit
songs on Alexa Devices.

FreeTime helps you make Alexa just for

Some musi vices will not be playable when kids.
explicit AM/FM radio stations will

still be available.

FreeTime

FreeTime devices are managed separately on i<abl (: )
Amazon Parent Dashboard Disabled

Say, "Go to settings," or swipe down from the top Ve FrecTime Sett

anage FreeTime Settings
of the screen and select Settings. Select Restrict Access. [t Pause devices, set dall time limits, and add >
Choose a feature to restrict and follow the steps onscreen

to enable restricted access.

Voice Deactivation @

Allows the Explicit Filter to be turned off with your
voice. Try, "Alexa, turn off the explicit filter."

Children's Privacy Disclosure
Learn more about how we handle personal
information collected in FreeTime on Alexa.

17
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Popular Applications

1. Games:

* Young people spend 40 hours a week or more using media for entertainment
* Violent video games are the most popular games among both boys and girls
* 90% of parents do not check video game ratings

« 89% of parents do not limit the time teens spend playing video games

* Only 1% of parents refuse to buy games because of mature ratings

2. Social Networks:

* In Bend: January thru March 2018, the number of advertisements targeting kids
for sex trafficking: 5,000

* In Bend: 200 minors sold for commercial sex each year

3. Media

*  42.1% of kids (>10) admit they have seen online porn. 1 in 16 have been
exposed to hardcore pornography.

18



Parenting in a Digital World

| f~ .0 nwe=o
1. Fortnite Rt SN LR

2. MineCraft oY s S
L5 i o M " Vil

3. Roblox o o

4. Candy Crush

19



Parenting in a Digital World

Social Media
. Facebook

. Instagram
. Snapchat
. TikTok

. WhatsApp
. Twitter

. Tinder

. Pinterest

O NN OO U1 A WDN =
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Parenting in a Digital World

Teens have mixed views on social media’s effect on
people their age; many say it helps them connect

YOUTu be, InStagram and snaPChat are the mOSt with others, some express concerns about bullying
popular online platforms among teens

YouTube, Instagram and Snapchat are the most gt T wE—
popular online platforms among teens % who give these as the main reasons

o nfI?T ~ 208 Connecting with fnends/family m
% of U.S. teens who ... A mostly = ;
positive | Easiler to find news/info
effect
Meeting others w/same interests

m Keeps you entertained/upbeat n

Self expression

Instagram m Getting support from others I 5

Other
Facebook 51 . 10 E

Say they use ... Say they use __ most often

Neither
positive nor
Twitter I3 45% negative —
effect Among those who said mostly negative
Tumbir E <1 % who give these as the main reasons
Reddit . 7 ‘ 1 Bullying/rumor spreading
. .. . . e . T R e Harms relationships/lack of
None Of the above I 3 I 3 n-person contact
Unrealistic views of others' lives
Causes distractions/addiction
A mostly
negative { Peer pressure
effect

Causes mental health issues =
Drama, in general §3

21
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[ S

o® General

{7 security and Login

n Your Facebook
Information

[E Privacy

=] Timeline and Tagging
Location

@ Blocking

E Language

[E] Face Recognition

e Notifications
™ Mobile
Public Posts

ﬂ Apps and Websites
% Instant Games

@ Business Integrations
[§3 Ads

= Payments

'@‘ Support Inbox

ﬁ Videos

Privacy Settings and Tools

’ Ryan

Home Create

Parenting in a Digital World

Your Activity Who can see your future posts? Friends # Edit
Review all your posts and things you're tagged in Use Activity Log
Limit the audience for posts you've shared with Limit Past Posts
friends of friends or Public?

How People Find and Who can send you friend requests? Everyone Edit

Contact You
Who can see your friends list? Public Edit
Who can look you up using the email address you Friends of friends Edit
provided?
Who can look you up using the phone number you Everyone Edit
provided?
Do you want search engines outside of Facebook No Edit

to link to your profile?

22
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Parenting in a Digital World

Home TV Shows Movies Recently Added My List

Netflix
Parental Controls

Parental Control PIN (4 digits)

Your PIN can be used to restrict playback of certain titles specified below.

123 4 s

Restrict by Maturity Level

Content for Adults protected by PIN.

= ————————— =

Little Kids Older Kids Teens AC
TV-Y G TV-G TV-Y7 TV-Y7-FV PG PG-13 TV-14
TV-PG
Restrict Specific Titles

You can specify individual titles that require the PIN to start playback regardless of maturity rating.

Enter show or movie name

24
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Netflix

Manage Profiles:

@ @ @) @ @

Edit Profile

Kids

Language:

@

Allowed TV shows and movies:
For Older Kids and below v
For Little Kids only
For Older Kids and below

25
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Netflix - History

Home TV Shows Movies Recently Added My List Q KIDS DVD

My ACtiVity © Watching Rating

1/26/19 Fuller House: Season 4: "President Fuller" Report a problem @
1/17/19 Fuller House: Season 4: "Angels' Night Out" Report a problem @
1/12/19 Fuller House: Season 4: "No Escape" Report a problem @

26
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Chrome

G Google Chrome - u X -~ chrome web store * comingdeer@gmail.com v
ti\ FamilyFriendly Parental Control, Porn Blocker
Offered by: familyfriendly.site

% % % % & 49 | Productivity | & 10,615 users

Overview Reviews Support Related

Alexa Ryan

G chrome Browse as Guest Add person

27
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C  ® Chrome | chrome://history w > B O B G :

O Okta Slack E LiquidPlanner Personal Other bookmarks

Chrome

History Q. [earch history

Chrome history

Tuesday, January 22, 2019
Tabs from other devices

O 414pPm G portland coding camps - Google Search  www.google.com :
Clear browsing data A
D 414 PM @ Code 100: Beginning Software Development - Learn to Code | Code Fellows www.codefellows.org H
D 413 PM @ Code 102: Intro to JavaScript - Learn to Code | Code Fellows www.codefellows.org :
|:| 413 PM @ Code 101: Intro to Software Development & Careers in Tech - Learn to Code | Code Fellows —www.codefellows.org :
O 413PMm @ Coding Academy - Learn to Code | Code Fellows ~ www.codefellows.org H
O 413PMm G code fellows - Google Search  www.google.com :
|
O 343pPMm f (1) Manifest Web Design: About | Linkedin ~ www.linkedin.com :
O 343pPMm [ Linkedin www.linkedin.com H
O 343pPMm [ Linkedin www.linkedin.com H
O 343pPMm G manifest beaverton, or - Google Search  www.google.com H
D 3:43 PM 2 Manifest Web Design, LLC | Better Business Bureau® Profile  www.bbb.org :
|
O 326pPM Employment Docs - Active - WorkDocs  fivetalent.awsapps.com :
O 326pPM HR - WorkDocs  fivetalent.awsapps.com :
O 326pPM Corporate-Assets - WorkDocs  fivetalent.awsapps.com :
Your Google Account may have other
forms of browsing history at O 326pPM Five Talent - WorkDocs fivetalent.awsapps.com :
myactivity.google.com
O 325pPM MyDocs - WorkDocs fivetalent.awsapps.com H v

28



Internet Explorer / Edge

<« Settings

£33 ACCOUNTS
Your account
Sign-in options
Work access

Family & other users

Sync your settings

Find a setting

Your family

Add your family so everybody gets their own sign-in and desktop.
You can help kids stay safe with appropriate websites, time limits,
apps, and games,

Add a family member
S Y

Learn more

Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

e Add someone else to this PC

Set up assigned access

Paul Thurrott

Recent activity

Parenting in a Digital World

Recent activity

Activity reporting Email weekly reports to me

@@ o @@ o

Collected from

88 Windows 10 PCs

Activity reporting isn't available for Windows Phone 8.

Web browsing

When your child browses websites they'll appear here.

Apps & games

When your child uses apps or games, they'll appear here.

Screen time

August 5 through today

29
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D < HEH Parental Controls Q

Apps m People Time Limits  Other
i

e Website Restrictions
6 Allows access only to websites with appropriate content or

websites you specify.

Safari

Allow unrestricted access to websites

© Try to limit access to adult websites automatically

Customize...

Allow access to only these websites

€9 Apple — Start

€9 Discovery Kids

€9 PBS Kids

€9 HowStuffWorks

€9 National Geographic - Kids
€9 Disney

€9 Scholastic.com

€9 Smithsonian Institution

A

~

fj Click the lock to prevent further changes. Logs... ?

30
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Next Steps:

1) Review resources

2) Talk with your kids and document your rules together

3) Setup Parental Controls for home network — OpenDNS or Circle

4) Setup CommonSenseMedia Profiles

5) Lockdown devices — 10S Family, Android Third Party, Amazon Freetime
6) Setup profile and customize settings per app

7) Review Games Apps

8) Review Social Networking Apps

9) Review Browsers

10) Review Media Apps

31
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Questions?




Parenting in a Digital World

Reach out: Ryan@Comingdeer.com
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