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Agenda
1. 4 Layers of Security
2. Discussing the rules for digital engagement
3. Reference Tools
4. Securing Networks
5. Securing Devices
6. Securing Applications

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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4 Layers of security

1. Family rules and Culture
2. Network
3. Device
4. Application

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Starting the discussion:
1. Talk early and often.  
2. Don’t hide/ignore hot topics.
3. Create an open, honest environment
4. Discuss the 4 layers of security
5. Learn together
6. Role playing
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Document the rules
1. Screen Visibility (closed doors)
2. Create password guidelines
3. Set time limits
4. Parents are friends on Social Networks
5. Don’t share location information
6. Don’t create usernames that will identify location or 

personal information
7. Never share user accounts/profiles
8. Don’t talk about problems at home online with 

friends
9. Share incidents with parents
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Shifting Your Cloud Strategy 
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Networking: How it works at home

Protecting the network vs protecting the devices

Internet

Router
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Shifting Your Cloud Strategy 
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OpenDNS
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Shifting Your Cloud Strategy 
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Bend La Pine devices

- App store is disabled and they provide SelfService
- Have safari access, but monitored and blocked 

enforced at school and at home over vpn.
- 3rd – 8th grade iOS content filtering is also turned 

on for dynamic blocking of content
- Enforce SafeSearch on browsers and restricted 

content on YouTube
- No time limits

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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iOS 
Family Sharing

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer



Parenting in a Digital World

13

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer

13

iOS 
Restrictions
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Screen Time
On your iPhone, iPad, or iPod touch, go to Settings > Screen Time.
Tap Turn On Screen Time.
Tap Continue.
Select This is My [device] or This is My Child's [device].
You can now get a report about how you use your device, apps, and 
websites, any time you want.

If it's your child's device, you can set up Screen Time and create settings 
right on their device or you can use Family Sharing to configure your child’s 
device from your own device. After you set up your child’s device, you can 
also use Family Sharing to view reports and adjust settings any time, right 
from your own device.

With Screen Time you can also create a dedicated passcode to secure 
settings, so only you can extend time or make changes.
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Android Devices
1. Minimal software by Android
• Net Nanny
• FamilyTime
• Norton Family
• Circle by Disney

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Amazon Tablets

Shifting Your Cloud Strategy 
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Alexa Devices

Say, "Go to settings," or swipe down from the top 
of the screen and select Settings.  Select Restrict Access.
Choose a feature to restrict and follow the steps onscreen 
to enable restricted access.

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Popular Applications
1. Games: 

• Young people spend 40 hours a week or more using media for entertainment
• Violent video games are the most popular games among both boys and girls
• 90% of parents do not check video game ratings
• 89% of parents do not limit the time teens spend playing video games
• Only 1% of parents refuse to buy games because of mature ratings

2. Social Networks:
• In Bend: January thru March 2018, the number of advertisements targeting kids 

for sex trafficking: 5,000
• In Bend: 200 minors sold for commercial sex each year

3. Media
• 42.1% of kids (>10) admit they have seen online porn. 1 in 16 have been 

exposed to hardcore pornography.

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Games
1. Fortnite
2. MineCraft
3. Roblox
4. Candy Crush

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Social Media
1. Facebook
2. Instagram
3. Snapchat
4. TikTok
5. WhatsApp
6. Twitter
7. Tinder
8. Pinterest

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Media:

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Netflix - History

Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Chrome Shifting Your Cloud Strategy 
Presented by Ryan Comingdeer
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Chrome Shifting Your Cloud Strategy 
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Internet Explorer / Edge Shifting Your Cloud Strategy 
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Safari
Shifting Your Cloud Strategy 
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Next Steps:

1) Review resources
2) Talk with your kids and document your rules together
3) Setup Parental Controls for home network – OpenDNS or Circle
4) Setup CommonSenseMedia Profiles
5) Lockdown devices – IOS Family, Android Third Party, Amazon Freetime
6) Setup profile and customize settings per app 
7) Review Games Apps
8) Review Social Networking Apps
9) Review Browsers
10) Review Media Apps
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Questions?
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Reach out: Ryan@Comingdeer.com
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